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ABSTRACT-

In this approach, the fitness function of each chromosome is calculated individually without
the requirement of cooperation of other chromosomes. Since only one rule is searched in iteration,
so the search space is also reduced. These approaches are the most commonly used traditional
approaches but some new heuristic approaches have also been proposed to give more optimized
results and perform well on high dimensional dataset. An intrusion is defined as an encroachment
to a person's privacy or organization's important information. Previously various conventional
methods such as firewall, encryption techniques have been used to prevent the computer systems
from unauthorized use. But these mechanisms were not sufficient enough to prevent the intrusion
as hackers and attackers grew more proficient and were able to find vulnerabilities in the network,
thus violating computer security policies. Hence, an additional mechanism i.e. intrusion detection
system was established and it became a vital component in the field of security infrastructure. The
first intrusion detection model was given by Denning in 1987. Since then many intrusion detection
models have been constructed to determine the behavior of the network accurately and in an
efficient manner.
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—_———sese e
Introduction-

Fuzzy Systems Fuzzy- systems as discussed earlier are based on fuzzy logic and deal with vague
and imprecise data to get optimized results. They are manly used in control and classification
problems. Different techniques have been proposed to evaluate KDD 99 dataset on the basis of
computational intelligence and provide an efficient and fault tolerant intrusion detection system.
The Approach (Algorithm) was examined using SVM classifier for the evaluation of performance
A multilayered Self Organizing Map was built by Rhodes and Sarasamma et al drawing conclusion

that different subsets of features were efficient enough to detect different attacks. Decision trees,
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association rules and fuzzy implication segment were used to generate fuzzy rules. The

collaboration of Hidden Markov Model with fuzzy inference engine was done by Cho to detect
normal connections. Fuzzy C- Means and Fuzzy CMedoids Approach (Algorithm) are two
clustering approaches used to detect abnormal behavior through the concept of outliers. REGAL,
a distributed genetic Approach (Algorithm) given by Mischiatti and Neri used combination of
Pittsburgh and Michigan learning approach to model network traffic. Linear Genetic
Programming outperforms Support Vector Machines and Artificial Neural Network in terms of
detecting intrusion detection with accuracy as proposed by Abraham et al. and Song. Artificial
Immune System can be used to model intrusion detection system and the first Artificial Immune
System model based on anomaly detection, was given in to detect file alterations and call
sequences. Swarm Intelligence technique was also used in intrusion detection due to its self-
organizing and distributed properties to get optimized results but suffered from the problems of
clustering high dimensional network data. An ant based clustering and sorting Approach
(Algorithm) given by Deneubourgh et al. was used by Romos and Abraham to detect intrusion in
KDD-99 dataset. A standard Nature Inspired Fuzzy Approach technique was engrafted in genetic
fuzzy system by Abadeh et al. Soft Computing techniques soon started to be hybridized to built
fault tolerant, precise and robust intrusion detection systems. Since there are five classes in
KDD-99 dataset, hence a five neuro-fuzzy classifier was developed by Toosi et al.. Fuzzy cognitive
map was introduced by Kosko to provide a graphical representation of the work and was used by
Xin to detect complicated or intricate attacks. Tsang highlighted the illustration of fuzzy if then
rules in a genetic fuzzy system. Different approaches such as Michigan, Pittsburgh and Iterative
Rule Learning were used by Abadeh et al. to detect attacks in the network infrastructure. Thus,
soft computing models were more effective in building accurate, robust system with high
performance. The KDD-99 dataset constitutes of five major classes. But two of them i.e. U2R and
R2L are very less in number in the training dataset. So these classes are not property trained to
get accurate results and perform poorly in the testing datasets which consists of 11 different
types of attacks. These attacks are very difficult to be detected and therefore a major drawback
in existing IDS. Wu et al analyzed different approaches and proved that soft computing
techniques perform better than other techniques. The computational intelligence approach
performed better than the decision trees. Evolved classification rules did not perform well because
when overlapping occurs, the data cannot be separated into two classes. Also it is easier to
apprehend the fuzzy rules alone. Self-organizing maps suffered from problems such as high
dimensionality, higher detection rates with false positives and computational overhead.
Evolutionary computing techniques do not have fair termination criteria and does not give
accurate results when the data distribution is unbalanced. Swarm Intelligence techniques are
mainly used to learn clusters and classification rules but prove to be a constraint in high
dimensional network and cannot differentiate dissimilar objects. Therefore collaboration of

various soft computing techniques is required which has the ability to learn in an uncertain and
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imprecise network. It encloses all the complementary features of different techniques and builds

a robust and fault tolerant system. Computational intelligence systems have the ability to adapt,
exhibit fault tolerance, high computational speed and error resilience against noisy information.
The fuzzy rule based system performs well in an uncertain and imprecise environment and
establishes more concise and pliant patterns which enhances the adaptation capability and
robustness of the intrusion detection system and classifies normal and abnormal connections
correctly. Evolutionary computing has the capability to learn with the changing environment and
is used in designing optimized fuzzy rules. These fuzzy rules are constructed from the training
dataset. Genetic Approach (Algorithm) are applicable in tuning membership functions of the fuzzy
sets. The crossover operator interchanges the chromosomes between two parents to get more
prominent rule/child while the mutation operator generates new rules. Thus new suspected
attacks can also be detected with the adaptive capability. The genetic Approach (Algorithm)
continues for specified number of generations and the best rules are extracted. These rules
undergo a compatibility model which will yield more precise rules and therefore invigorate the
performance of intrusion detection system. The main objective behind the proposed work is to
build a model which has high detection rate and low or minimal false alarm rate. It should be
accurate and complete to classify all the attacks in their true classes and should exhibit the
property of high adaptability i.e. the ability to adjust according to changing behavior of the users
and networks and modifying itself for proper functioning. Thus the proposed model should be
fault tolerant in nature. The malicious activities may create faults in the system but the IDS
should have the potential to maintain reliability and accuracy in the system so as to prevent the
systems from abuse. It should remain intact and update its database with the contemporary
information about the network connections and therefore able to detect new anomalous activities.
The proposed approach is amalgamation of the fuzzy systems with that of genetic Approach
(Algorithm) to bring out a hybridized genetic fuzzy rule based system which provides robust
platform to detect intrusions existing in the network distinctly and classifies them into normal
and different types of attacks according to their signatures. The work has been performed on
KDD- 99 data set which is a standard dataset used to detect intrusions in the network. The KDD-
1999 intrusion detection dataset uses a version of database which was prepared in 1998 DARPA
Intrusion Detection Evaluation Program (MIT Lincoln Labs) to evaluate their research in intrusion
detection. It consisted of 9 weeks of raw TCP dump data as training dataset and 2 weeks of testing
dataset. The KDD-99 dataset was used in Third International Knowledge Discovery and Fuzzy
Data Analytics Tools Competition to prepare an intrusion detector which can identify good or bad
connections.

OBJECTIVE

e Fuzzy coordination based information course center Basic)

e Fuzzy coordination based information flow center Staging Area
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e Fuzzy coordination based information allotment center Staging Area joined Data

Marts

Cushy Data Analytics, expelling anchored prognostic data from expansive databases, it is
likely an extreme new bowed to help business thinks most fundamental data in its data
stockroom. Particular information withdrawal figure cases and immediate, empowering sets out
to make supportive, learning driven choices. Examination mechanical congregations go more
remote than the normal show structure offers choice to hold up about adjusted method, potential
examination through Fuzzy Data Analytics gives. Delicate Data Analytics contraptions can
answer that more often than not tied down time to pick business issues.

Cushy Data Analytics parameters include:
e Associations including the association for the event to another event related cases.
e Series or way overview fusing the related case in which one event provoked another
event later.
e Categories including new models (the way in which data ALTER May the results of
pre-coordinated, anyway it doesn't have any kind of effect)
e Cluster to choose unobtrusive components and visual narrative amass not
heretofore saw.
e Prediction/guess examination joining outlines in the data may incite the likelihood
of a sensible gauge.
ASSUMPTIONS-

Consequence of a widened procedure of investigate and manufactured stock advancement.
This headway begins when business information was basic secured on PC, predictable with
change in information perfect to use, and additional as of late, make development that let
customer to find the way from side to side their information dynamically. Soft, Data Analytics
take this transformative technique more far off than demonstrate data access and bearing finding
to potential and rational all together release.

RESEARCH METHODOLOGY-

Research Methodology presents the assorted perspectives of the clustering with the fuzzy
based integration for multiple domains.

Group is a sorted out summary of things which have some customary properties. The
bundle is the dissent of the association between the key points of sets and to do accordingly.

A crucial part of a group procedure is the partition between things. If the parts of the thing
event vectors are in a comparative estimation until then clear Euclidean partition unit of measure
isn't adequate to assemble relative thing cases. To be sure, even ensuing to following this, the
result can occasionally be perplexing. If two estimations have not been taken in the similar
estimation unit then it is a relative scale. The partition between two social events for normal
components of the two groups is a fundamental perspective. The group methodology presents

how the detachment should be figured.
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Results & Findings-

Standard gathering techniques can be for the most part circled into Partition based and Hierarchy

based. Subsequently. Hierarchical gathering is subdivided into agglomerative and troublesome

Layered based data consolidates the Lance-Williams Formula of thought gathering. Yet dynamic

Approach (Algorithm) very much arranged structures a gathering while the group allocating

(Algorithm) uses organize learning. In doing thusly, they can endeavor to find the cluster through

reiterated movement taking contemplations between different blends, or try to choose bunch as

a thickly populated territory of the data. Approach (Algorithm) of the request, one is the portion

movement methods. They are moreover isolated into probability cluster, K-medoids

methodologies, and K-connotes procedure. This system bases on ways and point in their
gathering and has a tendency to manufacture a bundle raised shape. Separating Approach

Algorithm) is the second kind of examination of the thickness based package. They are attempting

to find high-thickness fragments that interface the data, this is a versatile shape. These

techniques are cruel to the estimation of gatherings of sporadic shapes. They are generally
associated with less-dimensional thing properties, for instance, space based data. Space based
articles can contain extensive questions in addition.

Various methodologies work by suggestion things including building a blueprint of subsets
of data properties. They are space division and, by then aggregate legitimate piece. They much of
the time use a layered together in one period of the technique. A system based strategy is rapid
and exclusion managing. A cross section based methodology can in like manner be profitable to
go about as a transitional stage in various frameworks. Straight out data are immovably related
trades in the database. The possibility of an equivalent sort isnt adequate in solitude gather this
sort of data. The likelihood of the preeminent data joint exertion gives a ton of help. This situation
is more honest to goodness, the money related advancement of the amount of exercises. With a
particular true objective to add to this effort will be to pack the data previously the gathering of
things, or straight out property estimations.
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